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Abstract

The growing interest in ad hoc wireless network appli-
cations that are made of large and dense populations of
lightweight system resources calls for scalable approaches
to fault tolerance. Moreover, the nature of these systems
creates significant challenges for the devel opment of failure
detection services (FDSs), because their quality often de-
pends heavily on reliable communication. In particular, ad
hoc wireless networks are notoriously vulnerable to mes-
sage loss, which precludes deterministic guarantees for the
completeness and accuracy properties of FDSs. To meet
the challenges, we propose an FDS based on the notion of
clustering. Specifically, we use a cluster-based communi-
cation architecture to permit the FDS to be implemented
in a distributed manner via intra-cluster heartbeat diffusion
and to allow afailure report to be forwarded across clusters
through the upper layer of the communication hierarchy.
In doing so, we extensively exploit the message redundancy
that is inherent in ad hoc wireless settings to mitigate the
effects of message loss on the accuracy and completeness
properties of failure detection. As shown by our mathemat-
ical analysis, the resulting FDS is able to provide satisfac-
tory probabilistic guarantees for the desired properties.

1 Introduction

Recent advances in MEMS (micro-electro-mechanical
systems) and wireless networking technologies have led to
agrowing interest in applications that are made of large and
dense populations of lightweight, inexpensive system re-
sources. Examples of such applications include air-dropped
sensor networks, smart-dust devices, and micro-UAV or
nano-satellite swarms. Not surprisingly, those applications
will be built over ad hoc wireless networks, since it isim-
possible for them to have any fixed communication infras-
tructure. In addition, such applications are often mission-
critical. For example, sensor networks are deployed to de-
tect potential threats to homeland security, to support crisis
management, or to help natural disaster relief and recovery
[1, 2]. However, dueto their large sizes, lightweight compo-
nents, and inhospitable operational environments, such sys-
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tems are particularly vulnerable to failures. Accordingly,
given the unattended nature of such systems, it is crucia
that the operation team be kept updated on the network’s
health. Such information could offer early warnings of
system failure (e.g., a significant number of lost resources
may suggest an imminent system capacity exhaustion) and
would aid in maintenance scheduling for the deployment of
additional resourcesto the field to preserve system capacity.

Failure detection services (FDSs) are thus important for
ad hoc wireless network applications that are built on large
and dense populations of lightweight resources. Nonethe-
less, the development of such servicesleadsto greater chal-
lenges than those involved in the devel opment of failure de-
tectors for traditional distributed systems. Specificaly, the
large size and high population density of such networks of-
ten lead to scalability problems [1, 3]. Moreover, ad hoc
wireless networks are notoriously vulnerable to message
loss, which makes it difficult to let every operational host
in the system be aware of detected failures and may cause
frequent false detections. Consequently, it is impossible
for an FDS to provide deterministic guarantees for com-
pleteness and accuracy (see Section 4.1 for the definitions)
in the context of ad hoc network applications. Recently,
researchers devised methods for wireless sensor network
monitoring (see[4], for example), proposed the use of heart-
beat mechanisms for connectivity probing in large sensor
networks (see [5], for example), and investigated the com-
munication strategies for heartbeat-style failure detectorsin
ad hoc wireless network settings [6]. Nonetheless, efforts
that directly tackle failure detection problems themselves
for ad hoc network applications are still largely lacking.

With the above motivation and based on the observation
that clustering approaches have become an emerging tech-
nology for building scalable, robust, and energy-balanced
ad hoc network applications[1, 7], we derive a cohesive so-
lution for FDSsthat exploits a cluster-based communication
hierarchy to achieve scalability, completeness, and accuracy
simultaneously.

More specifically, we use a cluster-based communica-
tion architecture to allow an FDS to execute in paralel in
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clusters and to detect failures viaintra-cluster heartbeat dif-
fusion. Further, if afailure is detected in a local cluster,
the detection result will be forwarded across the clusters,
in away that is resilient to message loss and node failure,
through the upper layer of the communication hierarchy.
More importantly, this cluster-based architecture enables us
to extensively exploit the message redundancy that is in-
herent in ad hoc wireless networks to mitigate the effects
of message loss on the completeness and accuracy proper-
ties of failure detection. Consequently, the resulting FDSis
able to provide satisfactory probabilistic guarantees for the
desired properties.

The remainder of the paper is organized as follows. Sec-
tion 2 describes the application model, assumptions, ter-
minologies, and the problem we am to solve. Section 3
presents a cluster-based communication architecture. Sec-
tion 4 discusses the implementation of the failure detection
service, followed by Section 5 which provides a probabilis-
tic analysis. Section 6 concludes the paper.

2 Fundamentals

2.1 Application Model

As described in Section 1, the type of system we con-
sider consists of a large, dense population of lightweight
resources and is built over ad hoc wireless networks. Ap-
plications of such systems often use localized algorithms to
enable hosts to interact with each other in clusters but col-
lectively achieve a global objective [1]. A system will nor-
mally have hundreds or thousands of hosts. Among those
hosts, somewill be so-called “ base-stations,” which are able
to transmit periodically, or on demand, the collected obser-
vations, measurements, and system conditionsto an aircraft,
an LEO satellite, or another network [2].

While those large-scale systems emphasize localized
host interaction, local systems must be aware of condition
changes in the global system or changes of the global ob-
jective. In addition, the information collecting points (base-
stations) may be scattered in thefield. Accordingly, itisim-
portant to let the summary information regarding locally de-
tected failures be propagated to all the clusters to make the
failure information accessible anywhere in the system. Fur-
thermore, due to the redundancy in large-size high-density
systems, completeness and accuracy of failure detection are
more important than time to failure detection.

Nodes could be the hosts that become stationary after
deployment (as is assumed/postulated in most of the recent
investigations of large sensor networks) or maobile hosts that
have localization capability and may migrate in the field
autonomously (e.g., nano-sat swarms or networks of smart
sensors). For simplicity, we do not address resource migra-
tion problems in this paper. Nonetheless, as sound cluster-
ing algorithms will support cluster and routing stability in
mobile ad hoc wireless settings [8, 9], our failure detection

framework can be extended accordingly to accommodate
host migration.

Hosts are equipped with solar cells for “energy harvest”
[10]; therefore, intra-cluster heartbeat diffusion with area-
sonably low frequency will be feasible. Finally, hosts may
fail over time. When the number of operational hosts drops
below a threshold, additional resources will be deployed
to replenish the system to maintain its population density.
On the other hand, excessive false detections will increase
mai ntenance cost significantly and unnecessarily.

2.2 Assumptions

Our proposed FDS assumes a fail-stop model. In addi-
tion, we assume that a node will not fail during an FDS
execution. More precisely, if a node sends its heartbeat at
the epoch of a heartbeat interval ¢ (the duration between
two consecutive FDS executions), the node will not crash
within the FDS execution duration (a small fraction of ¢).
Further, we assume that there will be no creations or alter-
ations of messages over the transmission links. However,
we assume that it is always possible for amessage to be lost
during transmission with a non-negligible probability.

In addition, we assumethat 1) the clock rate on each host
is close to accurate, and 2) in most cases the delay of mes-
sage delivery within the transmission range is smaller than
areasonable time Thqp, as typically assumed in the litera-
ture concerning failure detectors for asynchronous systems
(see [6, 11], for example). Finally, since 1) radio links in
the type of application we consider are typically symmetric
[12], and 2) clustering can help circumvent asymmetric link
problems viaopen- or closed-loop power control [8], we as-
sumethat all the hosts have the same transmission range.

2.3 Terminologies

An ad hoc network will be modeled by a graph G =
(V, E), where V' is a set of nodes (hosts) and E is a set of
edges (links). A link between nodes v and v' meansthat v is
within the transmission range of v/, and vice versa. If welet
R denote the transmission range of v, al the nodes that are
at adistance from v less than or equal to R are called one-
hop neighbors of v. For simplicity of illustration, unless
stated otherwise, we use the term “neighbor” or “immediate
neighbor” to refer to a “one-hop neighbor” in the rest of
the text. In addition, the terms “node” and “host” are used
interchangeably in the remainder of this paper.

In ad hoc wireless network applications, hosts normally
operate under the promiscuous receiving mode [12]. More
succinctly, when a node sends a message, all itsimmediate
neighbors may hear the message, regardless of whether or
not they are the intended recipients of that message. There-
fore, the effect of sending a message to a neighbor isindeed
equivalent to that of a broadcast to all the neighbors, which
suggeststhat the two terms* send” and “broadcast” could be
used interchangeably. Nonetheless, for clarity we do not use

YF]',F.

COMPUTER
SOCIETY

Proceedings of the 2004 International Conference on Dependable Systems and Networks (DSN 2004)
0-7695-2052-9/04 $20.00 © 2004 IEEE



the word “broadcast” unless all the neighbors of the sender
are the intended recipients.

To distinguish unwanted redundant message-forwarding
from the phenomenon caused by the promiscuous receiv-
ing mode (in which a message may aways be heard or
overheard by all the neighbors of the sender), we use the
terms “redundant message forwarding” and “inherent mes-
sage redundancy” to refer to the former and the latter, re-
spectively. In addition, we use “across-cluster forwarding”
to refer to a process that forwards a message from cluster C
to cluster C’ which is an immediate neighbor of C, whereas
by “inter-cluster forwarding,” we mean the general cluster-
level message-forwarding process in which the source and
destination are not necessarily neighboring clusters.

2.4 Problem Description and Scope

A major challenge for FDSs in ad hoc wireless net-
works is their vulnerability to message loss. For example,
a healthy node may be wrongly identified as failed if the
node's heartbeat is lost during transmission, which leads to
the violation of the accuracy property (see the definitions of
accuracy and completeness in Section 4.1). As another ex-
ample, if a message that announces a detected failed node
v cannot be forwarded successfully to al the operational
nodes, some nodes will be unaware of v’s failure, and the
completeness property will thus be compromised. Those
factors have collectively motivated usto seek a solution that
can simultaneously address the issues concerning scalabil-
ity, completeness, and accuracy. Accordingly, our effort
is not intended to develop a new abstract failure detector;
instead, the central purpose of this paper is to show how
a cluster-based communication architecture coupled with
the algorithms exploiting the characteristics of ad hoc net-
works will lead to probabilistic guarantees of the properties
suggested by the established abstract failure detectors (see
[13, 11, 14], for example).

Although the proposed failure detection service is also
intended to support group membership management, we
do not address group membership issues such as mem-
bership subscription and unsubscription. While energy is-
sues are beyond the scope of this paper, we suggest an
intra-cluster message-loss-recovery mechanism that consid-
ers energy balancing. As a cluster-based communication
architecture gives us the flexibility to adopt or adapt var-
ious existing routing algorithms, we assume the presence
of a routing protocol at the inter-cluster communication
layer. Meanwhile, we implement some mechanisms that
take advantage of the inherent message redundancy to make
across-cluster forwarding robust and efficient; when imple-
mented in middleware, those mechanisms will be able to
coordinate with a routing protocol. Finaly, as the FDS is
designed for a middleware implementation, we do not ad-
dressissues at or below the MAC layer.

3 Communication Architecture

It is well-understood that the quality of failure detec-
tion services often depends heavily on efficient and reliable
communication. However, to make communication in ad
hoc wireless networks both scalable and robust is difficult.
Asclustering approaches are particularly appealing to large-
scale high-density ad hoc network applications, we seek a
solution from the notion of clustering for ad hoc wireless
communications [15, 7, 9].

A cluster can beviewed as a unit disk with aradius equal
to the center node's transmission range. As a result, any
non-center nodes in a cluster are one-hop neighbors of the
center node. With a clustering algorithm, the center node
is called the clusterhead (CH), while a node that is a one-
hop neighbor of the CHs of two different clusters can be-
come the gateway (GW) node (see Figure 1). (A node that
is located outside two clusters but has at least one non-CH
neighbor in each of the clusters can aso become a gateway,
but we do not adopt that option under normal situations
because it may reduce robustness of communication and
failure detection.) After the autonomous cluster formation,
only clusterheads and gateway nodes, which are elected in
a fully distributed fashion, participate in the inter-cluster
communication (see Figure 1(b)), while ordinary members
(OMs) in each cluster talk only to their CHs (and to other
members when necessary). As shown in Figure 1(a), the
distance between any two non-CH nodesin a cluster will be
at most two hops, as the clustering algorithm ensures that
al the OMs are the immediate neighbors of the CH.

m CH
éb\ e GW
* OM

(a) Intra-cluster

A
o
(b) Inter-cluster

Figure 1: Intra-Cluster and Inter-Cluster Communication

The main purposes of clustering algorithmsare 1) to per-
mit the communication in ad hoc wireless networks to be
scalable to node populations, and 2) to deal with mobility
[7]. With a cluster-based ad hoc wireless network, scala-
bility stems from a two-tiered communication architecture,
namely, intra-cluster and inter-cluster communications, as
shown in Figures 1(a) and 1(b), respectively. Since acluster
can aways be mapped to a unit disk with aradius equal to
the transmission range of the CH, the organization of aclus-
ter isinherently aclique, meaning that within a cluster, any-
one can talk to anyone else either directly or viathe CH (a
trivial route). Hence, the notion of clustering inherently fa-
cilitates localized algorithms. In addition, as only the clus-
terheads and gateways participate in the inter-cluster com-
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munication, system-wide information dissemination can be
done far more efficiently than with flat flooding.

A typical clustering algorithm begins with a distributed
clusterhead selection procedure. Specifically, through a
heartbeat diffusion that functions as one-hop neighborhood
probing, a node v identifies itself as a clusterhead when
it recognizes that it meets a qualifying policy. The policy
could be that anode having the lowest node ID (NID) within
its one-hop neighborhood will becomeaCH?. A CH and all
its neighbors thus form a cluster. In addition, the nodes that
can hear from the CHs of two or more clusters are qualified
to become the gateways. Multiple clusters can be formed
simultaneously, and the clustering procedure may continue
iteratively. Eventually, all the nodes except theisolated ones
(i.e., those outside the transmission range of any networked
nodes) will become affiliated with clusters.

Our cluster-formation algorithm [16] is a variant of the
agorithms developed in [15, 7], and offers a number of
unique features as follows:

F1) Thealgorithm ensures 1) that the resulting clusters par-
tially overlap one another, which makes the GWs di-
rectly connect to two or more CHs, and 2) that with
high probability, multiple gateway candidates will be
available for robust cluster connectivity.

F2) Thealgorithm takes advantage of high population den-
sity to create deputy clusterheads (DCHSs) and backup
gateways (BGWSs), which alow the FDS to become
more resilient to both node and link failures.

F3) While previously developed clustering algorithms of -
ten leave gateway nodes with no particular cluster af-
filiations, our algorithm ensures that each gateway is
affiliated with one and only one cluster, which prevents
ambiguity in cluster-based failure detection.

F4) The algorithm intentionally leaves an “open end” by
not providing an explicit termination rule to stop
cluster-formation iterations. This enables the ago-
rithm to treat newly arriving hosts (which are un-
marked nodes®) in the same way as hosts that enter the
system prior to the algorithm execution but have not
yet been admitted to clusters.

F5) After the initia iteration of cluster formation, we al-
low the first round of the cluster-formation algorithm
to “merge” with the first round in the failure detec-
tion service (see Section 4.2). More specificaly, at

1Although message loss during cluster formation may result in concur-
rent and conflicting CH declarations, strategies such as the RCC (random-
competition-based clustering) scheme proposed in [9] can be adopted (or
adapted) for resolution.

2|nitially, all the nodes are unmarked, and a node marksitself after it is
admitted to a cluster.

the epoch of each heartbeat interval, both marked and
unmarked nodes will transmit their heartbeats. That
serves multiple purposes concurrently:

— For the marked nodes, their heartbeats enable
them to participatein thefailure detection service
that executesin their local clusters.

— For the unmarked nodes that are located inside
the established clusters but are not yet recognized
by the CHs (dueto the events of messageloss, re-
source migration, or replenishment), their heart-
beats can be treated as membership subscriptions
by a group membership service.

— For the unmarked nodes that are located outside
the clusters, their heartbeats will lead the cluster-
ing algorithm to form additional clustersto cover
as many of the nodes as possible.

Note that after thefirst round, the clustering and FDS al-
gorithms (see Section 4.2) will execute separately. On the
other hand, if during the kth iteration (¢ > 1), none of
the heartbeats diffused in the first round (which is shared
by the cluster-formation algorithm and the failure detec-
tion service, as described in F5) show the presence of un-
marked nodes, then the kth iteration of the cluster-formation
algorithm will become degenerate, implying that the non-
stopping iterative execution of the algorithm will incur no
additional costs unlessthereis aneed for cluster formation.

4 Failure Detection Service

4.1 Completenessand Accuracy

Extensive research efforts on the subject have yielded a
rich body of literature concerning the abstract failure detec-
tor models characterized by formally defined completeness
and accuracy properties (see [13, 14], for example). Since
our FDS is aimed at serving ad hoc network applications
by providing probabilistic guarantees for completeness and
accuracy, rather than attempt to provide deterministic guar-
antees for aweaker version of the properties, we choose to
informally define those two properties with respect to a per-
fectly reliable FDS in the context of our application:

Completeness: Every node failure will be reported to ev-
ery operational node.

Accuracy: No operational node will be suspected by other
operational nodes.

By an “operational node,” we mean a node that is not
crashed or partitioned from the network in question. Due
to the vulnerability of message loss, a deterministic guar-
antee of the accuracy property will not be possible in the
context of ad hoc wireless networking. On the other hand,
the clustering approach facilitates a probabilistic accuracy
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guarantee. In particular, the cluster-based communication
architecture permits an FDS to execute locally in each clus-
ter and allows the result to be forwarded to other clusters
only if a node failure is detected. Then, based on the as-
sumption that there will be no creations or aterations of
messages on transmission links, the problem of providing
a probabilistic accuracy guarantee can be reduced to asim-
pler problem. More succinctly, for achieving a satisfactory
probabilistic accuracy guarantee at the system level, it will
be sufficient if we can effectively reduce, at thelocal-cluster
level, the likelihood of false detection.

Similarly, in order to achieve a satisfactory probabilistic
guarantee of the completeness property, it will be sufficient
to ensure that with high probability, a failure report will 1)
reach every member of the cluster in which the correspond-
ing failure is detected, 2) go through the backbone of the
communication architectureto reach every CH, and 3) reach
all the cluster members viatheir CHs that receive the report
through the inter-cluster communication.

As described in Sections 4.2 and 4.3, robust intra- and
inter-cluster communications are an integral part of our
FDS, which enables the probabilistic guarantees of com-
pleteness and accuracy.

4.2 Localized Failure Detection

During the distributed cluster formation, a self-elected
CH identifies cluster members and broadcasts a cluster or-
ganization announcement. Hence, every cluster member
will have an initial view of the cluster-based local mem-
bership, and the CH will know from which nodes it should
expect to hear during an FDS execution. This service starts
to execute at the epoch of each heartbeat interval and is de-
scribed bel ow.

Heartbeat-Style Failure Detection Service.

fds.R-1: Heartbeat exchange

Every nodein thelocal cluster C sendsto the CH a heart-
beat message which containsthe sender’s NID and aone-
bit mark indicator. Meanwhile, the CH broadcasts such a
heartbeat message. Because of the cluster-formation al-
gorithm and the promiscuous receiving mode, the heart-
beat of the CH can be heard by all the nodesin C, while
the heartbeat of a non-CH node v can be heard or over-
heard by the CH and a subset of the cluster members(i.e.,
the in-cluster one-hop neighbors of v). Thus, this round
can be viewed as a heartbeat diffusion, during which the
CH and non-CH nodes perform heartbeat broadcasting
and “multicasting,” respectively.

fds.R-2: Digest exchange
Every node in cluster C sends to the CH a digest which
enumerates the nodes in C from which the sender node
hears or overhearstheir heartbeats during fds.R-1. Mean-

while the CH broadcasts its own digest to every member
in C. The actual result of thisround is adigest diffusion.

fds.R-3: Health-status-update broadcast
By analyzing the heartbeat information collected through
fds.R-1 and fds.R-2, the CH identifies failed nodes ac-
cording to the failure detection rule (see below) and then
broadcasts an update on the cluster health status, which
indicates the newly detected failed nodes in C (if any).

Failure detection rule: A node v is determined to have
failed if and only if 1) the CH receives neither v's
heartbeat in fds.R-1 nor the digest from v in fds.R-2,
and 2) none of the digests that the CH receives reflect
amember’'s awareness of the heartbeat of v.

From the fail-stop model and the assumption that no
message creation or alteration will happen on communica-
tion links, it follows that the above rule is sufficient to guar-
antee that no failed cluster members will go undetected by
the FDS. Since every node in C will send at most one mes-
sage in each of the rounds, the duration of each round is
set to a fixed value Thop (See Section 2.2), which serves as
atimeout. Furthermore, the above rule ssimultaneously ex-
ploits time, spatial, and message redundancies, which sig-
nificantly reduces the likelihood of false detection. More
specificaly,

1) By treating both the heartbeat in fds.R-1 and the di-
gestin fds.R-2 asindicators of anode's health, therule
exploits time redundancy;

2) By summarizing the digests from all the cluster mem-
bers, the rule takes advantage of the inherent spatial
redundancy in high-density systems and the inherent
message redundancy in ad hoc network settings (i.e.,
the heartbeats that a non-CH node overhears during
fds.R-1 will bereflected in its digest sent to the CH).

The logic of the failure detection rule is also applied to
the detection of CH failures, except that for CH failures the
highest-ranked DCH (see Section 3 and [16]) is the author-
ity that makesthe decision. If the DCH detectsa CH failure,
it will broadcast a health status update and take over from
the CH at the end of fds.R-3.

CH-failure detection rule: A CH will be judged to have
failed if and only if 1) the DCH receives neither the
CH'’s heartbeat in fds.R-1 nor the digest from the CH
infds.R-2, 2) none of the digeststhat the DCH receives
reflect a member’s awareness of the heartbeat of the
CH, and 3) the DCH does not receive the health status
update from the CH in fds.R-3.

Due to possible losses of messages, the DCH may mis-
takenly judge an operational CH to be a failed host. Such
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false detection could result in severe damage to the qual-
ity of the FDS. Specifically, this mistake may cause the CH
and DCH to generate two conflicting failure reports and to
broadcast them simultaneously. In such a situation, perhaps
exacerbated by further message losses, the GWs may not
notice the discrepancy and thus may forward the conflict-
ing reports to neighboring clusters, resulting in inconsistent
views on failures. Nonetheless, due to the exploitation of
time, spatial, and message redundancies, the likelihood of
such a scenario will be extremely low. Section 5 provides a
probabilistic analysis that validates this assertion.

After the detection of afailed CH, the DCH takes over
from the CH. Although it is unlikely to happen due to the
high-density nature of the systems we consider, we must
take into account the case in which the DCH’s transmission
range cannot reach some of the cluster members. Asillus-
trated in Figure 2(a), the nodesinthe area A, are out of the
transmission range of the DCH because of the distance d
between the CH and DCH. While this situation might cause
accuracy problemsin failure detection, the digest collection
in fds.R-2 will significantly reduce their probability. Con-
sider the scenario illustrated in Figure 2(a), in which the
dashed circle marked A, represents the area that is within
the transmission range of node v. This node is located in
area A, (the darkest ares), and area A, (marked by horizon-
tal lines) isthe region that can be reached by both the DCH
and v. Clearly, unless A, is empty, the DCH may learn that
v isdtill alive based on the digest from «, anodein A,. We
have conducted a model-based analysis of a DCH's reach-
ability. The evaluation results show that unless the node
population density islow and the DCH’s distance from the
original CH isbig, with high probability aDCH will be able
to hear from an “out-of-range” cluster member through the
round of digest diffusion. (The study is not included in this
paper due to space limitations.)

Figure 2: Exploitation of Inherent Message Redundancy

Intra-Cluster Completeness Enhancement. Nonethe-
less, fds.R-3 is not equipped with redundancy, which im-
plies a potential completeness problem (i.e., some nodes
may not be able to receive the update that indicates a de-

tected failure from the CH). In addition, as discussed above,
after a CH failure, the DCH may not be able to deliver a
failure report directly to every member in the cluster. Our
solution to those potential completeness problemsiis to al-
low intra-cluster peer forwarding. Consider the node v and
its immediate neighbor +’ in Figure 2(b). After receiving
a health status update from the CH, v’ will forward the re-
port to v upon the request from v (which is made at the end
of fds.R-3, atimeout for report receiving). Peer forwarding
would also alow node v to receive messages from the DCH
of which v is not an immediate neighbor (see Figure 2(a)).
Inthat case, v may perform forwarding based on its knowl-
edge about the DCH's inability to reach v (Ilearned from the
digest received from the DCH).

Energy Considerations. We prefer peer forwarding over
the retransmission by the DCH (or CH) because of energy-
balancing considerations. However, a potential problem
with intra-cluster peer forwarding is that multiple neigh-
bors may respond to a forwarding request simultaneously.
That may result in serious wastage of energy if a cluster
has a dense population. Thus we use the following strategy:
When a node v broadcasts a forwarding request, each of
v’'sin-cluster neighbors will set a waiting period for the re-
quested forwarding. The waiting period could be afunction
of the node’sNID (which isglobally uniquein the network)
and be inversely proportiona to the node’s remaining en-
ergy, which would allow each of v's neighbors to have a
unique waiting period and would balance energy. Accord-
ingly, the neighbors would not perform forwarding simul-
taneoudly. Rather, after one of them successfully forwards
the message, the other neighborswill quit upon overhearing
an acknowledgment from v.

4.3 Inter-Cluster Failure Report Forwarding

If a the end of fds.R-3 a GW in a cluster C receives an
update from the CH that indicates a newly detected failure,
the GW will forward the update as a failure report to the
CHJ(s) of the neighboring cluster(s) it connects to. In addi-
tion to the NID of the newly detected failed node, afailure
report may al so include the NIDs of the previously detected
failed nodes. That enables the detection service to provide
a better probabilistic guarantee of the completeness prop-
erty (if an earlier failure report could not successfully reach
some cluster, the cluster may eventually be ableto learn the
missed failure information). On the other hand, an update
that does not indicate any newly detected failures will not
yield any inter-cluster forwarding. Accordingly, the clus-
tersin the system will interpret the absence of such areport
from cluster C as “no news is good news.” However, if a
cluster sends afailure report to its neighboring clusters, we
must ensure that with high probability, the report will be
successfully forwarded to all other clustersin the system.

A major challenge in inter-cluster forwarding is that we
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must mitigate the effect of message loss during the failure
report forwarding and meanwhile keep the costs of trans-
mission and retransmission low. Specifically, retransmis-
sion, the means for tolerating link failure along the inter-
clustering forwarding, needs to be activated by the absence
of an acknowledgment from the intended recipient. This
suggests that each across-cluster forwarding would always
involve two acknowledgments, which is not acceptable due
to energy limitations. To meet this challenge, we again
take advantage of the nodes' promiscuous receiving mode
in ad hoc wireless settings to reduce the cost of retransmis-
sion. The first mechanism isillustrated in Figure 3. Specif-
icaly, we make use of the message that is forwarded by
the successor forwarding node (GW;) and is overheard by
the sender (CH;) as an implicit acknowledgment?, to reduce
the number of messages involved in inter-cluster forward-
ing. Accordingly, CH; will set its timer to 2 Thgp right af-
ter forwarding a message to GW;; then, if CH; does not
overhear GW;'s forwarding by timer expiration, CH; will
assume that the first transmission is unsuccessful and thus
will retransmit the message.

e

(a) CH; sends a message

(b) GW; forwards the message

Figure 3: Implicit Acknowledgment

We note that in addition to its ability to take over from
afailed GW, a BGW can be employed to enable energy-
balanced message-1oss recovery. Accordingly, we devise a
mechanism to enable BGW-assisted forwarding as follows.

Suppose that between two neighboring clusters C and
C' there are n BGWSs, each of which has a unique rank
k (k € {1,...,n}). Upon overhearing a message m for-
warded by the CH of C and realizing further forwarding to
C' is necessary, a BGW ranked k will set atimeout period
k 2Thop that it uses to see if m is successfully forwarded to
C' by the GW or aBGW with arank j ( < k). If the
BGW does not overhear an implicit acknowledgment from
the CH of C' by timer expiration, it will forward m by itself
and then wait for (n+1) 2Thep to seeif animplicit acknowl-
edgment can be heard from the CH of C'. This BGW will
release itself from standby if it hears such an acknowledg-
ment prior to itstimer expiration.

As to the GW (between C and C'), it will forward m
immediately after receiving the message and learning of the

3A similar mechanism to eliminate the need for explicit acknowledg-
ments in order to reduce the cost of retransmission was independently pro-
posed by [17].

need to forward. In order to allow the BGWsto assistinre-
forwarding m if the GW’s forwarding is unsuccessful, the
GW will setitstimer to (n+1) 27hep and will not re-forward
m unless the implicit acknowledgment from the CH of C'
has not been heard by timer expiration.

5 Probabilistic Analysis

The quantitative study presented in this section eval uates
a number of probabilistic measures concerning the com-
pleteness and accuracy properties of the FDS. In the analy-
sis, we assume that all the hosts have a transmission range
of 100 meters and that each cluster will have 50 to 100 op-
erational hosts whose locations are statistically uniformly
distributed. Furthermore, we let p denote the message loss
probability*. More precisely, we assume that if a node v
transmits a message, the message may fail to reach aneigh-
bor of v with probability p (as assumed by othersin similar
settings; see [6, 3], for example). In addition, based on our
assumption of appreciable message loss probability, we let
[0.05, 0.5] betherange of p. Findly, asshownin the follow-
ing sections, we chose to define probabilistic measureson a
local cluster basis. The rationales for this choice are as fol-
lows: 1) global-level measures will require the assumptions
of an inter-cluster routing algorithm and a network topol-
ogy, and 2) the proposed FDS emphasizes localized algo-
rithms and thus the per-cluster level measures will suffice
for the purpose of aninitial demonstration.

5.1 Measures Concerning Accuracy

Recall that as defined in Section 4.1, “accuracy” means
that “no operational node will be suspected by other oper-
ational nodes.” Asthe FDS executes locally in the clusters
and there is no message creation or alteration over the net-
work, the accuracy property will be affected only if aCH (or
DCH) reports afalse detection. Hence, we define ameasure
P(False detection), which is the probability that an opera-
tional host will be mistakenly judged to beafailed hostinan
FDS execution. To evaluate P(False detection), weidentify
the conditions under which a false detection will happen:

C1) The CH receives neither the heartbeat from an oper-
ational node v nor the digest sent by v by the end of
fds.R-2; and

C2) Noneof thedigeststhat the CH receivesduring fds.R-2
show that v is alive.

We note that the number of in-cluster neighbors that a
(non-CH) host v can have depends on its position in the
cluster. In particular, asillustrated in Figures 4(a) and 4(b),
the farther v is from the center, the smaller the overlapping
region (the area with vertical lines) between cluster C (the

4Collision-caused message |osses at the sender side are not considered
here, asthey will be masked by a CSMA scheme at the MAC layer.
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shaded circle) and the neighborhood area of v (the dashed
circle) is, and thus the lower the chance that v will have
many in-cluster neighbors that can hear its heartbeat and
report it viaadigest to the CH.

(b)
Figure 4: Transmission Range Overlapping

It follows that a host v that locates on the circumfer-
ence of a cluster will represent the worst case (see Fig-
ure 4(b)). Accordingly, we evaluate the upper bound of
P(False detection) based on that case, and let this measure
be denoted by P(False detection). From the false detec-
tion conditions discussed above (namely C1 and C2) and
the assumption that hosts are approximately uniformly dis-
tributed, we formulate P(False detection) as follows:

) N-—-2 N —29
P(Falsedetection):p22< . >><
k=0
An>(N—2)—k(An>k k <l<:) . .
- T (=P P
( Ay Ay ]ZZ:O J

where N is the number of nodes in the cluster, A, is the
total area of the cluster (the shaded area in Figure 4(b)),
and A, is v's neighborhood area within C (the shaded

area with vertical lines in Figure 4(b)). Thus A, =
4 [ (VR? =22 — 0.5R) dz, where ¢ = \/R? — (0.5R)?

(see Figure 4(b)). Note that in the above equation, the co-
efficient p?> computes the probability that C1 is true, while
each summand of the inner summation eval uates the condi-
tional probability that C2 istrue given that v has & in-cluster
neighbors. More precisely, theinner summation enumerates
1) the praobability that v’s heartbeat is not overheard by any
of its k in-cluster neighbors during fds.R-1 (i.e, j = 0),
and 2) the probabilities that v’s heartbeat is overheard by j
in-cluster neighbors during fds.R-1 (0 < j < k), but none
of their digests are received by the CH during fds.R-2. Fi-
nally, theterm (%, "%) (1 — 42N =2~F (4= )% evaluates the
probability that v has k in-cluster neighbors.

We then evaluate P(False detection) as a function of p.
The results are displayed in Figure 5, where the top, mid-
dle, and bottom curves correspond to the cases in which
the node population sizes of C are 50, 75, and 100, respec-
tively. As illustrated by the curves, the FDS behaves well
in terms of being resilient to message loss. More specifi-

cally, if the cluster is densely or moderately densely popu-
lated (i.e.,, N = 100 or N = 75, respectively), the values
of P(False detection) are very small, even when p equals
0.5. Even with a reduced node population density, namely
N = 50, theresults of the measure are till very reasonable.
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Figure 5: P(False detection)

As discussed in Section 4, the consequences would be
severe if a DCH makes a false detection on the CH. There-
fore, we next evaluate the probability of such an event, de-
noted by P(False detection on CH). The evaluation results
are shown in Figure 6. (Due to space limitations, we omit
the description of the measure’s formulation.) The curves
reveal that for the range of node population size considered,
the likelihood of such a false detection is practicaly neg-
ligible or extremely low when p is below 0.25. When p
reaches 0.5, P(False detection on CH) is still very low for
N =100 and N = 75, and the value of this measureis till
below 10~¢ even when IV drops to 50.
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Figure 6: P(False detection on CH)
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To contrast Figure 5 with Figure 6, it seems a bit sur-
prising that the CH is more likely than the DCH to make a
false detection. A careful examination revealsthat those are
indeed reasonable results. Specifically, during an FDS exe-
cution, the responsibility of the CH isto examine the health
of everyone elsein acluster C, while the duty of the DCH is
to check whether the CH itself ishealthy. Recall that the CH
is selected by the clustering algorithm in such away that al
the members in C are at most one hop away from the CH,
and thus the CH’s heartbeat may be heard by everyone else
in the cluster; however, a non-CH node is away from the
center and thus can be heard or overheard by only a subset
of the cluster members. This factor implies that it is more
likely that the CH's heartbeat will be reflected in at least
one digest received by the DCH, than that the heartbeat of a
non-CH node will bereflected in at least one digest received
by the CH. As explained in Section 4.2, the accuracy of a
DCH’sdecision will be more critical than that of aCH’s de-
cision, hence the results discussed above are indeed highly
desirable.

5.2 Measure Concerning Completeness

According to its definition, the completeness property of
the FDS will ultimately also be determined by the robust-
ness of intra-cluster communication. Specifically, after a
CH detects a failure or receives a failure report from an-
other cluster, the failure report should be received by every
member in the cluster. This means that system-wide com-
pleteness will be a function of the probability that a cluster
member will receive a failure report, given that such a re-
port is broadcast by the CH. Hence, it will be meaningful
for us to solve this constituent probabilistic measure. For
clarity of illustration, we compute its complement, whichis
denoted as P (Incompleteness).

As described in Section 4.2, intra-cluster completeness
is enhanced by progressive peer forwarding. Note that the
peers must be the in-cluster, immediate neighbors of v, a
node that needs help to recover a lost message. Further-
more, as revealed by Figures 4(a) and 4(b), the number
of v's in-cluster neighbors is a decreasing function of v’'s
distance from the CH. Thus, much as in the evaluation
of P(False detection), we can compute the upper bound of
P(Incompleteness), denoted by P(Incompleteness), if the
evaluation is based on the case in which v is located on the
circumference of the cluster (see Figure 4(b)).

While space limitations do not allow us to describe the
measure formulation, the results are displayed in Figure 7.
The curves demonstrate that the completeness property of
the FDS isrobust against message loss.

In addition, it can be observed in Figure 7 that when N
increases from 50 to 100, P(Incompleteness) decreases sig-
nificantly. On the other hand, P(Incompleteness) becomes
more sensitive to p when N becomes larger. Moreover, a
similar phenomenon can be observed in Figures 5 and 6.

The phenomena are indeed due to some interesting interac-
tionsamong N, p, and the measures we choose. First, when
R isfixed, an increase of N actually means an increase of
node population density in a cluster. Then, as N increases,
spatial redundancy and inherent message redundancy will
increase accordingly. In turn, thisimplies a decreased like-
lihood of false detection and an increased probability of a
successful peer-assisted message-loss recovery, for a given
vaue of p. On the other hand, alarger N means more mes-
saging activitiesin a cluster; that, in turn, makes the system
behavior more sensitive to the variations of p.
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Figure 7: P(Incompleteness)

6 Concluding Remarks

We have developed an algorithm for failure detection in
distributed systems that are constituted over ad hoc wireless
networks. By exploiting a cluster-based communication ar-
chitecture, we are able to make the failure detection service
scalable and resilient to link failure. Moreover, by taking
advantage of the inherent message redundancy in ad hoc
wireless networks, we allow intra- and inter-cluster com-
munication to be resilient to message loss and node failure.

Conceptually, the impossibility of providing determin-
istic guarantees of failure detection completeness and ac-
curacy in ad hoc wireless networks is closely related to
the impossibility of reliably distinguishing a process that
is crashed from one that is just very slow in general asyn-
chronous systems [13]. Nonetheless, while ad hoc network
settings exacerbate the impossibility of developing a reli-
able failure detector, their characteristics can be utilized for
implementation of failure detection services that provide
probabilistic guarantees for the desired properties. Accord-
ingly, the contribution of thisinvestigation istwofold. First,
this effort demonstrates the feasibility of developing failure
detection services that can provide probabilistic guarantees
of completeness and accuracy for large-scale distributed ap-
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plicationsthat are built over ad hoc wireless networks. Sec-
ond, our novel application of the notion of clustering en-
ables an FDS to exploit inherent message redundancy to
achieve both robustness and efficiency. As clustering ap-
proaches are becoming increasingly popular for large-scale
ad hoc network applications, this investigation fosters a fu-
sion between the technologies of fault tolerance and wire-
less networking.

It is worth noting that cluster-based communication ar-
chitectures can also be utilized for scalable, robust aggrega-
tion (e.g., coordinated in-network computation for average,
maximum, or minimum of sensor measurements) [12] in
large sensor networks. This indeed suggests that a cluster-
based FDS may become an integral part of application-level
host coordination activities. Specifically, by exploiting a
cluster-based communication architecture and devel oping
sensible aggregation query and data routing algorithms, it
will be possible to embed an FDS in the aggregation query
and data routing activities. The anticipated benefits include
1) energy efficiency induced by the “message sharing” be-
tween failure detection and data aggregation, and 2) further
improvement of failure detection accuracy resulting from
the sharing of the algorithms for reliable aggregation, such
asthe “streaming aggregates’ proposed in[12].

We aso note that a cluster-based architecture may sup-
port sleep/wakeup power management strategies for ad hoc
wireless networks [18], since clustering may naturally help
circumvent connectivity problems caused by node sleeping.
On the other hand, sleep mode may cause false detections.
Accordingly, we plan to investigate the feasibility of em-
bedding FDS in application-level host coordination activi-
ties and of deriving algorithms to reduce the likelihood of
sleep-mode-caused false detection.
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