
On-Board Main tenance for Long-Life Systems

Ann T. Tai Leon Alkalai
IA Tech, Inc. Jet Propulsion Laboratory

10501Kinnard Avenue California Institute of Technology
Los Angeles,CA 90024 Pasadena,CA 91109

a.t.tai@ieee.org Leon.Alkalai@jpl.nasa.gov

Abstract
Due to the low power, low cost, high reliabil-

ity and high performance goals, the traditional ap-
proaches to fault-tolerant, ultra-reliable systems that
rely on custom-built hardware and extensive compo-
nent/subsystemreplication wil l not be feasible for the
new-generation spaceborne computing systems. In
this paper, we present a new concept called \on-board
maintenance." We classify on-board maintenance to
three categories: Preventive maintenance, perfective
maintenance, and corrective maintenance. For each
type, we present the de¯nition and propose some ap-
proachesto its realization.

1 In tro duction

Although long-life systems used to be de¯ned as
the type of systems that are never maintained, the
new-generation space exploration missions aimed at
both high-reliabilit y and low-costnecessitateon-board
maintainabilit y [1]. As the technologies in telecom-
munications, distributed system architecture, fault-
tolerant computing and software engineeringadvance
rapidly, on-board maintenancehasbecomeachievable.
Similar to the conventional notion of system main-
tenance, on-board maintenance collectively refers to
preservation or improvement, during its operational
life, of a system's abilit y to deliver a servicecomply-
ing with mission requirements. Accordingly, on-board
maintenance can be classi¯ed into the categories of
perfective maintenance, preventiv e maintenance and
corrective maintenance.

The remainder of the paper is organizedas follows.
Section2 providesbackground information by describ-
ing a new-generation spaceborne computing system.
Section 3 describeson-board maintenancein terms of
three categories,followed by Section4 which discusses
the relationships between di®erent types of on-board
maintenance and possiblemethodology coordination.
The concluding section provides a summary.

2 Background

X2000 is a new-generation space technology pro-
gram that will provide an engineeringmodel to mul-
tiple long-life deep-spacemissions [2, 1]. Currently ,
¯v e missions are designated to be the recipients
of the X2000 technology: Europa Orbiter, Pluto-
Kuip er Express, Solar Probe, Mars Sample Return
and DS4/Champollion (also known as Comet Sample
Return). One of the major challengesthe X2000 pro-
gram exhibits to us is the requirement diversity among
the ¯v e missions,which demanda computation power
from a single processorstring to multiple strings, a
throughput range from under 20 MIPs to over 100
MIPS, and a massmemory size from 100 Mbytes to
1.5 Gbytes. Therefore, the X2000's computing sys-
tem architecture must be scalableand distributed in
order to accommodate a broad spectrum of require-
ments. As far as the avionics concern, the X2000 is
aimed at further advancing the packaging technolo-
giesinitiated by the New Millennium DeepSpaceOne
(NMP DS1) program [3, 4]. The NMP DS1 devel-
oped an architecture which consists of a RAD-6000
processormulti-chip-module (MCM), a local memory
MCM, a non-volatile massmemory MCM, and an I/O
MCM. The X2000 architecture has taken a further
step toward miniaturization, in which each processor
string consists of an processorslice integrated with
I/O interfaces, a local memory slice, and one to four
non-volatile massmemory. Moreover, the X2000 ar-
chitecture hasbeenextendedthrough employing mul-
tiple processorstrings connectedby redundant buses,
namely, IEEE 1394 and I2C, to enhancemission re-
liabilit y and performance[5]. As the use of standard
busesenablesthe X2000 architecture to be scalable,
the system can accommodate from one to multiple
processorstrings. An instanceof a two-string con¯gu-
ration of the X2000 architecture is depicted in Figure
1.

A main feature of the X2000 system architecture
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Figure 1: X2000 System Architecture

is the I/O cross-strapping for the processorstrings
that is implemented using the standard interfaces of
IEEE 1394 and I2C. This feature permits the work-
load that comprisesthe spacecraft and sciencefunc-
tions to be shared by and migrated between proces-
sor strings in an e±cient manner. Therefore, the I/O
cross-strapping plays an important role in enabling
adaptive utilization of system resourceredundancies,
a cost-e®ective way to the realization of dependability
and performanceenhancement. Among other things,
on-board maintenance schemes have been proposed
to take advantage of this feature. For example, on-
board preventiv e maintenance can be realized as fol-
lows [6]: During less critical mission phasessuch as
cruise phases,the processorstrings will be scheduled
on and o® duty periodically, servicing the mission on
a rotation basis. The bene¯t from this approach is
two-fold: 1) a signi¯cant saving for the limited power
on-board, and 2) periodic rejuvenation for both hard-
ware and software of the processorstrings.

3 On-Board Main tenance: De¯nitions
and Approac hes

3.1 De¯nitions
Although the general concept of on-board main-

tenance is similar to the conventional notion of sys-

tem maintenance [7], due to that on-board mainte-
nanceis conductedduring a spaceexploration mission
with limited ground support, the de¯nitions of preven-
tiv e maintenance,perfective maintenanceand correc-
tiv e maintenance di®er from those in the context of
system/software engineering. In particular, on-board
preventiv e maintenance and corrective maintenance
focus on system errors. On the other hand, a major
objective of perfective maintenance is to remove the
underlying faults that causeerror conditions and to
improve system's fault tolerance capability. Namely,

Prev entiv e main tenance removesor minimizespo-
tential error conditions that accrue over a sys-
tem's operational life before they produce symp-
toms.

Perfectiv e main tenance improvesor upgradessys-
tem's performance, dependability and fault tol-
erancecapabilities in order to adapt a system to
the evolving mission/system requirements.

Correctiv e main tenance recti¯es errors (includ-
ing those intro duced by perfective maintenance)
and/or mitigates their e®ectson systemoperation
after the errors are detected.



3.2 Prev entiv e Main tenance

With respect to long-life space-exploration mis-
sions, reliabilit y implies a system's continuous oper-
ation up to 15 years and availabilit y is the system's
readinessto service a mission in an unknown deep-
space,radiation intenseenvironment.

On-board preventiv e maintenance generally refers
to the actions taken place during a mission for elim-
inating or minimizing potential error conditions that
accrueover the operational life of a spacebornesystem.
Although the concept is analogous to that of \soft-
ware rejuvenation" which has received an appreciable
amount of attention in the past few years [8, 9, 10],
on-board preventiv e maintenanceconcernsboth hard-
ware and software, and must be realized in a manner
which keepsthe maintenance-causedsystem unavail-
abilit y minimal. Speci¯cally, from software perspec-
tiv e, aging phenomenonsuch as memory leakageand
data corruption can be removed via program reini-
tialization which cleans up a system's internal state
(complete age reversal); from hardware perspective,
the e®ectsof electronmigration (the driving force of
circuit failures), which occurs in microelectronic de-
vices when current density is high, can be reduced
through structural/thermal relaxation during a power-
o®period [11, 12] (partial agereversal). Accordingly,
the procedureof on-board preventiv e maintenancefor
the X2000 spaceborne computing systemtypically in-
volves1) stopping the running software and host hard-
ware system,and 2) rebooting the systemand restart-
ing software execution after a scheduled time interval.
To minimize maintenance-causedsystem unavailabil-
it y, we exploit nondedicated system redundancy. An
instance of nondedicated redundancy in the X2000
computing system is the following: During a criti-
cal mission phasewhich demandsa full computation
power (such as the Encountering Phasein the 15-year
long Pluto-Kuip er Expressmission, seeFigure 2), all
the processorstrings are scheduled to jointly perform
the spacecraft and scienti¯c functions, while only a
subsetof the strings is mandated to be in servicedur-
ing less-critical mission phasessuch as a cruise phase.
Hence,individual processorstrings can rotate between
on-duty and o®-duty shifts basedon a scheduled time
interval (see Figure 3), we call it a duty period, for
preventiv e maintenance throughout the mission ex-
cept during the phase(s)requiring a full computation
power. In this manner, on-board preventiv e main-
tenance practically has no negative e®ecton system
availabilit y.

Our initial model-based study demonstrates the
feasibility of on-board preventiv emaintenance[6]. Re-
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Figure 3: Duty-Switching Sequence

cently , we extend our basicmodel to facilitate phased-
missionanalyses.Inspired by the results of our earlier
study which revealed that optimal duty period is op-
erational environment dependent [6], we utilize the ex-
tended model and the missionpro¯les of Pluto-Kuip er
Expressand DS4/Champollion to investigate into the
in°uence of adjusting duty period to mission phases
on reliabilit y gain [13]. The evaluation results con-
¯rm a potential for signi¯cant gains in mission relia-
bilit y from on-board preventiv e maintenanceand pro-
vide to us useful insights about the collective e®ectof
age-dependent failure behavior, residual mission life,
risk of unsuccessfulmaintenanceand maintenancefre-
quencyon missionreliabilit y. In particular, the model-
basedanalysesreveal that phased-adjustedon-board
preventiv e maintenance(in terms of maintenancefre-
quency) will lead to further reliabilit y gain.

3.3 Perfectiv e Main tenance
In order to simultaneously achieve the low power,

low cost, high reliabilit y and high performancegoals,
the new-generationspaceborne systemscan no longer
use the traditional approaches to fault tolerance that
rely on custom-built hardware and extensive compo-
nent replication. Among other challenges,spaceborne
computing systems for long-life deep-spacemissions
are anticipated to have the on-board capability to ac-
complish enhancement of dependability, performance
and functionalit y with minimal ground support, re-
ferred to as perfective maintenance (also known as
evolvabilit y [1]).

Related concepts include hardware recon¯gurabil-
it y and software upgradabilit y [2]. Hardware recon¯g-
urabilit y refers to the on-board abilit y to create new
electronic functions asconditions changeduring a mis-
sion. The creation of new functions will be accom-
plished using recon¯gurable logical gatescoupledwith
on-board (possibly genetic) algorithms.

Software upgradabilit y provides us with the follow-
ing bene¯ts:



1) It signi¯cantly reducesthe time taken to complete
and install the ¯rst version.

2) A particular software module (instead of the en-
tire °igh t software) can be uploaded without the
costly interruption of missionsnormal functions.

3) Upgradable software permits a spaceborne sys-
tem, during its mission's long life span, to keep
pacewith the latest software technologiesfor bet-
ter performance,fault toleranceand functionalit y,
instead of being constrained by those available
prior to mission launch.

Categoriesof software upgrade include the follow-
ing:

1. Addition of a new scienti¯c/spacecraft function,

2. Performanceenhancement of an existing function,

3. Fault toleranceenhancement for an existing func-
tion,

4. Precision improvement for an existing function,
and design/coding fault removal.

3.4 Correctiv e Main tenance
With an evolvable system, to maintain the consis-

tency between old and new versions with respect to
their fault detection and recovery functions in order to
avoid gapsin fault toleranceprotection is crucial [14].
NASA experiencedsuch a gap on April 10, 1981,when
a timely synchronization check was omitted after the
addition of an alternate reentry program. As a result,
the ¯rst °igh t of the US spaceshuttle program was
aborted 19 minutes before launch. Therefore, among
other research opportunities which the new generation
of spaceborne systemexhibits to us, a particular chal-
lengeis to develop innovative methods that assurere-
liable systemevolution, especially software upgrading.
The approach to the assuranceare two-tiered:

1) To thoroughly verify and validate software mod-
ulesthat aremodi¯ed or implemented for upgrad-
ing prior to uplinking, and

2) To minimize the adverse e®ectsfrom upgrading
due to residual faults in upgraded software mod-
ules.

While the former primarily concernsimproved soft-
ware engineering practice, the latter corresponds to
on-board corrective maintenance. On-board correc-
tiv e maintenancecan be conducted betweenupgrades
through the useof fault tolerance techniques.

To simultaneously meet the low-power, low-weight,
low-cost and high-reliabilit y criteria, we can achieve
on-board maintenanceby exploiting nondedicatedre-
sourceredundancies.Theseinclude the processingand
storageelements in a parallel/distributed system and
the software versionsuploadedto a spaceborne system
through a seriesof upgrading.

Nondedicated resourceredundancy can be utilized
to avoid system failures causedby on-board software
upgrading. An earlier, relatively more mature ver-
sion can be usedas a backup module. When an error
causedby a residual software defect is detected in the
updated version, the backup module can be used to
restart the failed task basedon checkpointing. When
an error is detected in a newly added function, which
means the corresponding backup module is unavail-
able, forward recovery techniques can be used.

Checkpointing, the most commonly used fault
tolerance mechanism, can be adapted for correc-
tiv e maintenance. In particular, the determination
for error recovery and isolation mechanisms (in a
distributed computing environment) associated with
checkpointing is driven by the type of upgrading a
software module has undergone. Figure 4 depicts a
possiblemapping betweenupgrading typesand recov-
ery mechanisms, where two kinds of recovery scheme
are employed, namely, backward recovery and forward
recovery.

Imprecise computation [15] is a forward recovery
means. It reducesthe adversee®ectof timing errors
(due to slow numerical convergence,for example) and
achievesgracefuldegradationby giving the useran ap-
proximate result of acceptablequality when the sys-
tem is unable to producethe exact result in time. The
imprecise computation technique uses this strategy
and divides tasks into mandatory and optional sub-
tasks. If the task is terminated beforecompletion, the
intermediate result can be usedas long as the manda-
tory subtask completes. With respect to our applica-
tion, imprecisecomputation can be employed for for-
ward recovery of upgrading-related (value or timing)
errors, given that the software module in question can
bedecomposedinto and implemented astwo (or more)
parts, mandatory and optional.

4 Relationships among Di®eren t
T yp es of On-Board Main tenance

As the above descriptionsshow, preventiv e mainte-
nance,perfective maintenance,and corrective mainte-
nanceare indeed correlated. In particular,

² Perfective maintenance necessitates corrective
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maintenance, due to 1) possible inconsistencies
betweenthe old and new versions,and 2) the de-
sign faults intro duced by an added or modi¯ed
spacecraft/sciencefunction.

² Preventiv e maintenance and corrective mainte-
nance tend to complement each other. In gen-
eral, corrective maintenance has a higher cost
than scheduled preventiv e maintenance with re-
spect to performance overhead (due to possible
rollback, restart, or task re-scheduling). Preven-
tiv e maintenanceeliminates or minimizes the er-
ror conditions (in a limited range) that may even-
tually trigger corrective maintenance or system
failure. On the other hand, corrective mainte-
nancecoversa wider rangeof errors and mitigates
their e®ects,including the value errors causedby
designfaults.

² While preventiv e maintenance and corrective
maintenanceprovide to a systemshort-term solu-
tions by mitigating error conditions causedby de-
sign faults or other inadequaciesin a spaceborne
system, perfective maintenance is aimed at the
long-term solutions for mission reliabilit y.

Accordingly, the methodologies for realizing the
three types of on-board maintenance need to coor-
dinate, in order to mutually enhance e®ectiveness.
Speci¯cally, each type of maintenance shall be made
adaptive to the system conditions that are revealed
by other types of maintenance. For example, the
information from the on-board system logs attained

through preventiv e maintenanceand corrective main-
tenance can be used for designing and scheduling a
perfective maintenance for dependability upgrading.
Another example is that, after the addition of a com-
putation intensive software function (perfective main-
tenance),rejuvenation frequencyneedsto be increased
in order to avoid systemfailures due to designor cod-
ing faults in memory allocation. On the other hand,
the rejuvenation frequency may be reduced back to
\normal" after a su±ciently long period of time during
which no such error conditions are observed (through
memory-usagelog \lo ok-up").

Perfective Maintenance

Corrective MaintenancePreventive Maintenance
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Figure 5: RelationshipsamongDi®erent Typesof On-
Board Maintenance

An essential step in methodology coordination is to
qualitativ ely predict the interactions among di®erent
types of maintenance and to quantitativ ely evaluate
their collective bene¯ts. Of particular interest is to
achieve uni¯ed measuresof systemattributes, such as
performabilit y [16, 17].



5 Summary

We have described the conceptof on-board mainte-
nance. Due to high-cost spaceborne systemoperation
(in terms of power, weight, °igh t-time limitations),
systemunavailabilit y resulting from upgrading-related
defectsor maintenanceactivities must be minimized,
which implies that e®ective and e±cient error detec-
tion and recovery mechanisms are crucial. Accord-
ingly, we need to adapt and integrate the state-of-
the-art techniques acrossthe areasof fault tolerance,
real-time systemsand distributed computing, in order
to assure reliabilit y and performance gain from on-
board maintenance. Currently , we are conducting the
corresponding research. As on-board maintenance is
becoming a meansof dependability enhancement for
long-life systems,it is anticipated that the X2000mis-
sions will utilize this new concept and provide to us
the e®ectivenessbenchmarks.
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